File transfers to the SFTP server

This guide contains a simplified description of automating operations on SFTP server with
WinSCP,
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Step 1. Download and Install WinSCP

WinSCP is an open source free SFTP client, FTP client, WebDAV client, S3 client and SCP
client for Windows. Its main function is file transfer between a local and a remote computer.
Beyond this, WinSCP offers scripting and basic file manager functionality.

Download WINSCP from official site and install it according producer requirements.

Step 2. Get the SFTP credentials to transfer the .csv files

1. You receive Instruction with the link to your account registration in a separate email.
Activate admin account in GG4L School Passport according to instruction.

@ Info

Link for account setup expires in 24 hours.

2. Go to the School Passport platform and sign in as a District Admin.

3. Go to Search, enter the district's name, and then select it.
4. Log in to the console > Click Connect.

Schools A4 Botive Pending Aaproval Withaut Data Syne

0 Schosd Hame T [} £ Tench 4 e i

Big Valley School of Fine Arts

5. Go to Home menu > Select SFTP Import app.
6. Click lp API Credentials.
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7. Click Copy and save SFTP Credentials to any text file.

SFTP Credentials

upload.ggdl.com | Copy
) 0 copy
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Step 3. Generate a file transfer code in WinSCP with the
SFTP credentials

1. To run WinSCP, click '-l- icon on the desktop or in the Windows Start Menu.

2. 0n the Login Dialog window:
- Select SFTP file protocol.
- Enter your SFTP credentials into related fields.


https://winscp.net/eng/docs/ui_login

- Click Login.

Session
File pratocal:
'SFTP

Host name: Port numbser:
upload.gg4l.com 22

User name: Fassword:
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Session data can be stored on the site so you don't have to enter it every time you

connect. To save your current session, use the command Session > Save Session
as Site. To learn more, see Saving Opened Session.
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If you connect for the first time, an SSH server requires verification of the host key. Click
Yes.
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i Continue connecting ta an unknown server and add its
== host key to a cache?

Thi servers host by was nol Tound n the cache. You haed no guarartes thal
the server is the computer you think it is.

The server's FSA kay detaik are:
&igorthrm: ssh-rsa 2048
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If yow trust this host, press Yes. To connect withowt addireg hest key bo the
cache, press Mo, To abandon the conmectsan press Cancel,
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https://winscp.net/eng/docs/ui_login
https://winscp.net/eng/docs/task_connections#saving

4.0n the Session menu, click Generate Session URL/Code.

n /- Iena_test_user@upIDa@I.com - WinSCP

Local Mark Files Commanas | Session | Options Remote Help
[F] % @ Synchronize i [ New Session.. Ctrl+N  sfer Settings Default -
I;§ Close Session Shift+Ctrl+D R
Disconnect Session
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E Duplicate Session b
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. D: Local Disk f E e = / <root= 6
% Save Session as Site...
A L‘,T_J Server/Protocol Information /
= X =
Name )| Generate Session URL/Code... | || Name
instal_copy -. Change Passwor( Generate Session URL/Code
sftp ;
sl neLolls Generate URL or code for current
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Opened Sessions v
spaces v
% Save Workspace...
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5. On the Generate Session URL/Code window, go to Script tab, where:
* Row #1 contains the path to the WinSCP setup file.
* Row #2 contains your credentials.
URL .NEI'assemb\y code
Format: | Batch file e I
Batch file
flecho off
“C:\Program Files (x86)\WinSCP\WinSCP.com™ ~ I
/lug:"C:‘-,."\.'i:able‘,pa:h‘-,tc‘,ch‘-,.-.inSCP.lcg" fini=nul ~
I“Upen sttp://1 L {@upload.gg4l.com/ -hostkey=""1 | m | - I

O
"Your command 2%
Texit"

TOTTET T

set WINSCP_RESULT=XERRORLEVEL¥
if TWINSCP_RESULTE equ @ (
echo Success
) else (
echo Error

)

exit /b ¥WINSCP_RESULTY

6. Copy

rows #1 and #2 to any text file.

Step 4. Download the batch file template

Download |ocal files to sftp.bat file and save on the directory with read/write permission.



https://5314445.fs1.hubspotusercontent-na1.net/hubfs/5314445/Knowledge%20Base/Troubleshooting%20articles/File%20transfers%20to%20the%20SFTP%20server/local_files_to_sftp.zip

Step 5. Modify the template batch file with file transfer
code

1. Open local_files_to_sftp.bat in any text editor. For example, it is opened in Notepad++,
where:\
* Row #1 contains path to the WinSCP setup file.

e Row #2 contains user's credentials.

"C:\Program Files (x86)\WinSCP\WinSCP.com" * I

* Row #3 contains path to the local folder with .csv or .zip files.
Geche of @

/log=" \WinSCP_log.log" /ini=nul *
/CDW[%:;:[] sftp://user:passwordfupload.ggdl.com/ -hostkey=""s
"cd

0

["lcd D:\sftp\files\" ~
LT
"exit"

2. Replace rows #1 and #2 with the data saved in step 3.5.
3. In row #3, enter the folder path where your .csv files or archive are stored. For example,
D:\sftp\files\).

4. Save the modified batch file save on the directory with read/write permission.

Step 6. Schedule file transfers to SFTP server

You can combine scripting/automation functionality of WinSCP with Windows scheduling
capability.

1. To add a new scheduled task, open Task Scheduler:

e Windows 11: Go to Windows Start menu > All apps > Windows Tools > Task
Scheduler. Or in a search box, enter Task Scheduler.

e Windows 10: Go to Windows Start menu > Windows Administrative Tools > Task
Scheduler. Or in a search box, enter Task Scheduler

e Windows 8.1: Right-click Windows Start menu> Control Panel > System and
Security > Administrative Tools > Schedule Tasks.

e Windows 7: Go to Windows Start menu > Control Panel > System and Security >
Administrative Tools > Schedule Tasks.

2. On the Task Scheduler menu, go to Action panel > Create Basic Task.

™

File Action View Help

e 2@ HE
= Tarsk SC:“::; (Iqué‘.l Name Status  Triggers Next Run Time Actions @
© Task Scheduler | brary ® GoogleUpda.. Ready Multiple triggers defined 10/19/2022 9:29:40 PM| | Task Scheduler Library =
5 GoogleUpda.. Ready At 929 PM every day - After triggered, repeat every 1 hour for a duration of 1 day. 10/19/2022 5:29:40 PM)| J Create Basic Task..
B MicrosoftEd.. Ready Multiple triggers defined 10/20/2022 2:07:55 PM)| % Create Task..
5 Microsofted.. Ready At 1:37 PM every day - After triggered, repeat every 1 hour for a duration of 1 day. 10/19/2022 5:37:55 PM)|
% OneDrive Re.. Ready At 2:38 PM on 10/17/2022 - After triggered, repeat every 1.00:00:00 indefinitely. 10/20/2022 2:38:29 PM Import Task..
5 OneDrive Sta.. Ready At 1:00 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 1072072022 1:3624 PM| | [l Display All Running Tasks
B test Ready At 9:53 PM every day 10/19/2022 95300 PM| | ] Enable All Tasks History
. N New Folder..
View 4
General Triggers Actions Conditions Settings History (disabled) =
[ Refresh
Name: GoogleUpdateTaskMachineCore{F5F64656- 3AF5-4BAF-BID4-796DEF78A933) =

Location:  \
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. On the Create a Basic Task window, enter your task name, and then click Next.

asic Task Wizard X

Create

@ Create a Basic Task

Use this wizard to quickly schedule a common task. For more advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: l auto_transver
Finish

Description: ‘

. Choose when the task should be run and click Next.
@ Task Trigger Create Basic Task Wizard

@ Daily

Create a Basic Task When do you want the task to start?
o
Action Create a Basic Task = .

O Weekly . Start: 10/19/2022 O~ 3:00:30 PM ] Synchronize 3
Finish Trigger

O Monthly

Recurevery: |1 days

() Onetime Action

(O When the computer starts Finish

(O When | log on

(C) When a specific event is logged

. Go to the Action tab, choose Start a program and then click Next.
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@ Action

Create a Basic Task

Trigger What action do you want the task to perform?

Daily
(®) Start a program
. () Send an e-mail (deprecated)
() Display a message (deprecated)



6. Browse for local_files_to_sftp.bat in the folder from the step 5.4 and click Next.

Create Basic lask Wizard e

7 @ Start a Program

Create a Basic Task

Trigger Program/script:

Daily DAsftp\local_files_to_sftp bat [ Browse...
Action
Add arguments (optional): ‘
Finish Start in (optional): | ‘

7. Select the checkbox and click Finish.

Create a Basic Task

Trigger Name: auto_transver
Daily Description:
Action
Start a Program
Trigger: Daily; At 3:00 PM every day

Start a program; Di\sftp\local_files_to_sftp.bat

the Properties dialog for this task when | click Finish

ou click Finish, the new task will be created and added to your Windows schedule.

< Back | Finish | Cancel

¢ Important v




You must have administrative rights and a non-empty password.

General Triggers Actions Conditions Settings History (disabled)

Name: l auto_transver

Location: \
Author: DESKTOP-2807MSN\User

Description:

e

Secur:?w(
When‘Tunning the task,use the following user account:

User Change User or Group...

(O Run only when user is logged on

(® Run whether user is logged on or not -

[] Do not store password. The task will only have access to local computer resources,

4] Run with highest privileges -

[] Hidden Configure for  Windows Vista™, Windows Server™ 2008 N

8. Enter the password and click OK.

Enter user account information for running this task.

User name: User 7

Password:




